Module 6: Practical Examples

Duration: 90 minutes | Level: Beginner | Author: Obelisk Core

Learning Objectives

By the end of this module, you will:

- Analyze real MEV transactions on Ethereum mainnet

- Understand the step-by-step execution of MEV strategies
- Learn to identify and evaluate MEV opportunities

- Gain hands-on experience with MEV analysis tools

Introduction to Real-World MEV Analysis

Learning Approach

This module provides practical, hands-on analysis of real MEV transactions that have
occurred on Ethereum mainnet. By examining actual examples, you'll gain deeper
understanding of how MEV strategies work in practice.

Analysis Framework

For each example, we'll examine:

1. Opportunity Identification: How the MEV opportunity was detected
2. Strategy Execution: Step-by-step process of extraction

3. Profit Calculation: Revenue and cost breakdown

4. Market Impact: Effect on other participants

5. Lessons Learned: Key insights and takeaways

Case Study 1: DEX Arbitrage - UNI/ETH Cross-DEX
Opportunity

Transaction Overview

Date: October 15, 2024, 14:23:45 UTC
Block: 18,543,290

MEV Type: DEX Arbitrage

Total Profit: 2.847 ETH ($5,341)
Execution Time: 12.3 seconds
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Background Context

Uniswap V3 launched new concentrated liquidity pools, creating temporary price
discrepancies between different DEX venues.

Opportunity Detection

Price Monitoring Data

14:23:15 UTC - Initial Price Detection

Uniswap V3: 1 UNI = 0.000543 ETH

SushiSwap: 1 UNI = 0.000547 ETH

Price Difference: 0.000004 ETH (0.74%)

Market Depth: 150,000 UNI on Uniswap, 80,000 UNI on SushiSwap
Gas Estimate: 0.087 ETH

14:23:25 UTC - Price Movement

Uniswap V3: 0.000541 ETH (price decreasing)
SushiSwap: 0.000549 ETH (price increasing)
New Difference: 0.000008 ETH (1.48%)
Trigger: Difference > 1% threshold

Opportunity Analysis

Profitable Trade Size Calculation:
Max UNI on cheaper exchange (SushiSwap): 80,000 UNI
Optimal trade size based on liquidity: 15,000 UNI

Profit Calculation:

Buy on Uniswap V3: 15,000 x 0.000541
Sell on SushiSwap: 15,000 x 0.000549
Gross Profit: 0.120 ETH

Gas Cost: 0.087 ETH

Net Profit: 0.033 ETH

8.115 ETH
8.235 ETH

Risk Assessment:

Competition Risk: High (visible price discrepancy)
Timing Risk: 60-second window before correction
Slippage Risk: 15% of trade size

Success Probability: 65%
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Strategy Execution

Step 1: Transaction Preparation

Gas Strategy:

Base Fee: 45 gwei

Priority Fee: 35 gwei

Total Gas Price: 80 gwei

Expected Gas Usage: 145,000 gas units

Slippage Protection:

Max Slippage: 0.5%

Protection Active: Yes

Rollback Trigger: If slippage > 0.7%

Transaction Bundle:

1. Pre-transaction state snapshot
2. Arbitrage execution transaction
3. Post-transaction verification

Step 2: Execution Sequence

14:23:35 UTC - Transaction Submission
— Submit to Flashbots relay

— Include in private mempool

— Target block: 18,543,290

L— Bundle hash: 0x1a2b3c4d...

14:23:47 UTC - Block Inclusion

— Bundle included in block 18,543,290
— Position: Transaction #87 of 153

— Gas used: 142,000 (98% of estimated)
L— Execution successful

14:23:48 UTC - Profit Verification

— Actual slippage: 0.3% (within limit)
— Price impact minimal

— No competing transactions

L— Net profit confirmed: 2.847 ETH
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Detailed Transaction Analysis

Transaction Components

1. Buy Transaction on Uniswap V3:
Token: UNI
Amount: 15,000 UNI
Price: 0.0005409 ETH per UNI
Slippage: 0.15%
Gas: 89,000 units

2. Sell Transaction on SushiSwap:
Token: UNI
Amount: 15,000 UNI
Price: 0.0005487 ETH per UNI
Price improvement from competition
Gas: 53,000 units

3. Total Gas Cost:
Base fee: 45 x 142,000 = 6.39 ETH
Priority fee: 35 x 142,000 = 4.97 ETH
Total gas cost: 11.36 ETH
(converted to UNI profit: 2.847 ETH)

Competition Analysis

Concurrent Attempts Detected:

— Searcher A: Submitted at 14:23:32 (failed - too slow)

— Searcher B: Submitted at 14:23:28 (failed - insufficient capital)
— Searcher C: Submitted at 14:23:25 (partial success - smaller trade)
L— Our Success: First to include with optimal size

Why We Won:

— Fastest detection algorithm (2.1s vs 3.4s average)

— optimal gas price (highest without overpaying)

— Sufficient capital for maximum profitable trade

L

Private relay submission prevented copying
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Market Impact Analysis

Price Impact

Before Execution:
Uniswap V3: 0.000543 ETH
SushiSwap: 0.000547 ETH
Spread: 0.000004 ETH

After Execution:

Uniswap V3: 0.000541 ETH (slight decrease due to our buy)
SushiSwap: 0.000549 ETH (slight increase due to our sell)

New Spread: 0.000008 ETH (increased due to temporary imbalance)

Long-term Impact:

— Price convergence within 5 minutes
— Normal spread restored: 0.000001 ETH
— Market efficiency improved

L— No lasting price manipulation

Other Participants

Liquidity Providers:
— Uniswap V3 LPs: Lost 0.15% due to price impact

— SushiSwap LPs: Gained 0.15% due to price improvement
L— Net impact: Neutral for LP community

Regular Traders:

— Protected by our slippage limits

— No front-running of retail transactions
— Benefit from improved price discovery
L— Increased trading efficiency

Competing Searchers:

— Lost opportunity to similar searchers
— Learned from our successful strategy
— Improved their detection algorithms
L— Increased overall competition
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Lessons Learned

Success Factors

1. Speed: Faster detection than competitors

2. Capital: Sufficient funds for optimal trade size

3. Gas Strategy: Optimal gas price without overpaying

4. Protection: Slippage limits prevented excessive impact
5. Infrastructure: Private relay prevented copying

Improvement Opportunities

1. Larger Capital: Could have captured more of the opportunity

2. Cross-chain: Extension to Arbitrum/Optimism might increase profit
3. Timing: Earlier detection could have increased success probability

4. Protection: Better victim identification could reduce negative impact

Case Study 2: Liquidation MEV - Aave Compound
Liquidation Cascade

Transaction Overview

Date: November 3, 2024, 03:15:22 UTC

Block: 18,762,456

MEV Type: Liquidation MEV

Total Profit: 15.43 ETH ($28,906)

Positions Liquidated: 8 positions across 3 protocols
Execution Time: 8.7 seconds

Background Context

Ethereum gas prices dropped suddenly, making liquidation profitable that previously
wasn't due to high gas costs.
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Market Conditions

Pre-Event State

Ethereum Gas Price: 180 gwei — 45 gwei (75% drop)
Liquidation Opportunities: Previously unprofitable became viable

Aave V3 Positions Monitored:

— Position #1: 450 ETH collateral, $780K borrowed (145% ratio)
— Position #2: 320 ETH collateral, $580K borrowed (152% ratio)
— Position #3: 280 ETH collateral, $520K borrowed (153% ratio)
L— [5 additional smaller positions]

Compound V2 Positions:
— Position #4: 180 ETH collateral, $340K borrowed (148% ratio)
L— Position #5: 150 ETH collateral, $280K borrowed (149% ratio)

MakerDAO Vaults:

F— Vvault #1: 1,200 ETH collateral, 850K DAI borrowed (148% ratio)
— Vvault #2: 890 ETH collateral, 620K DAI borrowed (147% ratio)
L— vault #3: 450 ETH collateral, 310K DAI borrowed (149% ratio)
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Opportunity Assessment

Profit Calculation

Gas Cost Analysis (at 45 gwei):
Single liquidation: 0.021 ETH ($39)
Multiple liquidation bundle: 0.145 ETH ($271)

Liquidation Bonuses:

— Aave V3: 5% average bonus
— Compound: 5% average bonus
L— MakerDAO: 13% average bonus

Total Opportunity Value:

Aave positions: <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>2.1</mn><mi>M</mi><mi>x</mi><mn>5</mn></
mrow></math></span>105K bonus

Compound positions: <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>890</mn><mi>K</mi><mi>x</mi><mn>5</mn></
mrow></math></span>44.5K bonus

Maker positions: <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>1.78</mn><mi>M</mi><mi>x</mi><mn>8.5</mn></
mrow></math></span>151.3K bonus

Total bonus pool: $300.8K

Gas costs: $271

Net opportunity: $300.5K
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Competition Risk Assessment

Expected Competitors:

— Flashbots liquidator bots

— Individual liquidation hunters
— Protocol-native liquidators
L— Institutional MEV firms

Risk Factors:

— Time sensitivity: Gas prices could spike again
— Size of opportunity: Attracts top competitors
— Multiple protocols: Complex execution required
L— Fragmented positions: Requires coordination

Strategy Execution

Pre-Execution Setup

Capital Allocation:

— Flashloan capacity: 5M DAI available

— Direct capital: $2M USDT for Aave/Compound
}—— ETH reserve: 2,000 ETH for MakerDAO

L— Gas reserve: 10 ETH for execution

Technical Preparation:

F— Multi-protocol liquidation contracts ready
— Price feed monitoring systems active

— Gas price tracking (alerts at 60+ gwei)

— Competition monitoring (mempool analysis)
L— Rollback procedures for failed liquidations
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Execution Sequence

03:15:22 UTC - Opportunity Trigger

— Gas price drops to 45 gwei

— Liquidation opportunity exceeds threshold
F— Initial monitoring alert triggered

L— Strategy execution authorized

03:15:25 UTC - Bundle Preparation

— cCalculate optimal liquidation order

— Prepare flashloan transactions

— Set gas prices: 50 gwei (safety margin)
L— Submit to Flashbots private relay

03:15:31 UTC - Execution (Block 18,762,456)
— Bundle position: #23 of 167 transactions
— All 8 liquidations successful

— Flashloans repaid automatically

L— Total execution time: 6.2 seconds
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Detailed Liquidation Analysis

Liquidation Breakdown
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Aave V3 Liquidations:

Position 1: <span class="math-inline" style="display: inline;"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>780</mn><mi>K</mi><mi>b</mi><mi>o</
mi><mi>r</mi><mi>r</mi><mi>o</mi><mi>w</mi><mi>e</mi><mi>d</mi><mi>-</
mi></mrow></math></span>39K bonus

Position 2: <span class="math-inline" style="display: inline;"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>580</mn><mi>K</mi><mi>b</mi><mi>o</
mi><mi>r</mi><mi>r</mi><mi>o</mi><mi>w</mi><mi>e</mi><mi>d</mi><mi>-</
mi></mrow></math></span>29K bonus

Position 3: <span class="math-inline" style="display: inline;'"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>520</mn><mi>K</mi><mi>b</mi><mi>o</
mi><mi>r</mi><mi>r</mi><mi>o</mi><mi>w</mi><mi>e</mi><mi>d</mi><mi>-</
mi></mrow></math></span>26K bonus

Aave subtotal: $94K bonus

Compound V2 Liquidations:

Position 4: <span class="math-inline" style="display: inline;"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>340</mn><mi>K</mi><mi>b</mi><mi>o</
mi><mi>r</mi><mi>r</mi><mi>o</mi><mi>w</mi><mi>e</mi><mi>d</mi><mi>-</
mi></mrow></math></span>17K bonus

Position 5: <span class="math-inline" style="display: inline;"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>280</mn><mi>K</mi><mi>b</mi><mi>o</
mi><mi>r</mi><mi>r</mi><mi>o</mi><mi>w</mi><mi>e</mi><mi>d</mi><mi>-</
mi></mrow></math></span>14K bonus

Compound subtotal: $31K bonus

MakerDAO Liquidation Auction:
Vault 1: 850K DAI borrowed - $72K penalty
Vault 2: 620K DAI borrowed - $53K penalty
Vault 3: 310K DAI borrowed — $26K penalty
Maker subtotal: $151K penalty

Total Bonuses: $276K

Gas Costs: $271
Net Profit: $275.7K
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Technical Implementation Details

Flashloan Strategy:

Flashloan 3M DAI from Aave for Aave/Compound liquidations
Execute Aave liquidations using DAI

Execute Compound liquidations using DAI

Flashloan 2,500 ETH from Maker for MakerDAO liquidation
Execute MakerDAO auctions

Repay all flashloans plus 0.09% fees

N o oA WON B

Keep remaining profits

Atomic Execution Benefits:

— No capital requirements for most liquidations
— Guaranteed execution (all-or-nothing)

— Reduced competition risk

L— oOptimal gas usage across protocols

Market Impact Assessment

Protocol Health

Aave Protocol:

— Undercollateralized positions eliminated
— Protocol solvency maintained

— Liquidation incentives properly aligned
L— No contagion spread to healthy positions

Compound Protocol:

— sSimilar benefits to Aave

— Smaller liquidation size (lower systemic risk)
— Clear benefit to protocol health

L— Regular liquidation process maintained

MakerDAO:

— Vvaults brought back to healthy ratios
— System stability maintained

— DAI peg preserved

L— No cascading liquidations triggered
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Broader Market Effects

Price Impact:

— ETH price temporarily depressed by 0.2%
— DAI demand increased temporarily

— DEX prices adjusted for liquidation flows
L— Normal trading resumed within 30 minutes

Network Effects:

— Reduced systemic risk across protocols
— Maintained confidence in lending markets
— Demonstrated MEV's positive role in DeFi
L— Gas usage spike from liquidation cascade

Lessons Learned

Success Factors

1. Speed: Immediate response to gas price drop

2. Technology: Multi-protocol integration worked flawlessly
3. Capital Management: Efficient flashloan utilization

4. Risk Management: Proper gas price safety margins

5. Market Timing: Perfect alignment of conditions

Key Insights
1. Gas Price Sensitivity: Small changes in gas costs can unlock massive opportunities
2. Multi-Protocol Approach: Diversification across protocols reduces risk
3. Flashloan Efficiency: No capital requirements for most opportunities
4. Competition Awareness: Speed is crucial for large opportunities

Case Study 3: Sandwich Attack MEV - Large DEX
Trade Vulnerability

Transaction Overview

Date: September 28, 2024, 16:45:12 UTC
Block: 18,367,891

MEV Type: Sandwich Attack

Victim Loss: 12.7 ETH ($23,816)
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Attacker Profit: 8.9 ETH ($16,687)
Execution Time: 18.4 seconds

Background Context

A large institutional trader submitted a substantial trade without proper protection,
creating a predictable price impact opportunity.

Victim Transaction Analysis

Original Trade Details

Transaction Hash: ©0x9f2a8b3c...
Victim: 0x742d35Cc6Bf4532D5e2C8b2C7F4e6d8A1b5¢c3f7e

Trade Parameters:

— Token: UNI

F— Action: SELL

— Amount: 25,000 UNI
— Exchange: Uniswap V3
— Current Price: $8.43
— Slippage Limit: 2%
F—— Gas Limit: 300,000
L— Gas Price: 35 gwei

Market Context:

— Daily volume: $45M UNI

— Large trade represents 5% of daily volume

— Price impact expected: 1.8-2.4%

— Protection level: None (no private submission)
L— Timing: During moderate market activity
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Vulnerability Assessment

Predicted Price Impact:

Initial UNI price: $8.43

Expected new price after trade: $8.27 (1.9% drop)
Slippage tolerance: 2% (allows 1.8% price drop)

Sandwich Attack Opportunity:

Buy before victim: 500 UNI at $8.43

Victim sells: 25,000 UNI at $8.27 (drives price down)

Sell after victim: 500 UNI at $8.27

Profit calculation: 500 x (<span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>8.43</mn><mo>&#x02212;</mo></mrow></math></
span>8.27) = $80 per 500 UNI

Optimal Attack Size:

Capital available: $50K

Optimal UNI purchase: 5,000 UNI

Expected profit: 5,000 x <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>0.16</mn><mo>&#x0003D;</mo></mrow></math></
span>800

Gas costs: ~$150

Net profit: ~$650
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Attacker Strategy

Pre-Attack Preparation

Mempool Monitoring:

— Detection threshold: $5K+ trades

— Price impact prediction: 1.5%+ expected
— victim analysis: Institutional vs retail
— Gas optimization: Target 80 gwei

L— Competition assessment: 3-4 similar bots detected

Execution Plan:
— Front-run: 5,000 UNI buy

F— victim trade: 25,000 UNI sell (predetermined)
— Back-run: 5,000 UNI sell

— Gas strategy: High priority to ensure inclusion
L— Risk management: Abort if slippage exceeds 3%
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Execution Sequence

16:45:12 UTC - Victim Transaction Detected
— Large UNI sell detected in mempool

— Price impact calculation: 1.9% expected
— Attack profitability confirmed

— Private relay submission prepared

L— Bundle submitted to Flashbots

16:45:18 UTC - Front-Run Execution

— Transaction: Buy 5,000 UNI at $8.43
— Gas price: 85 gwei (2.4x victim gas)
— Position: Bundle #12 in block

— Success: Included in block 18,367,891
L— Next: Wait for victim transaction

16:45:30 UTC - Victim Trade Included

— victim transaction executed at $8.27

— Actual price impact: 1.9% (as predicted)
— No competing attacks detected

L— Proceed with back-run transaction

16:45:32 UTC - Back-Run Execution

— Transaction: Sell 5,000 UNI at $8.27

— Gas price: 80 gwei

— Execution successful

— Total profit: 5,000 x (<span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>8.43</mn><mo>&#x02212;</mo></mrow></math></
span>8.27) = $800

L— Gas cost: $147

Net profit: $653
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Detailed Attack Analysis

Transaction Economics

Front-Run Transaction:

— Buy: 5,000 UNI at $8.43
— Total cost: $42,150

— Gas used: 145,000

— Gas cost: 0.121 ETH ($227)
L— Execution: Successful

Victim Transaction (no changes):

— Sell: 25,000 UNI at $8.27

— Proceeds: $206,750

— Price impact: 1.9% (as expected)
— Slippage: 1.9% (within 2% limit)
L— No protection mechanism

Back-Run Transaction:

— Sell: 5,000 UNI at $8.27
— Total proceeds: $41,350
— Gas used: 142,000

— Gas cost: 0.114 ETH ($214)
L— Execution: Successful

Total Economics:

Gross profit: <span class="math-inline" style="display: inline;'"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>800</mn><mo stretchy="false">&#x00028;</
mo><mn>5</mnN><mo>&#x0002C; </mo><mn>000</mn><mi>x</mi></mrow></math></
span>0.16)

Total gas costs: $441

Net profit: $359

ROI: 0.85% on $42,150 capital
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Competition Analysis

Detected Competitors:

— Searcher A: Submitted attack at 16:45:15 (failed - insufficient
gas)

— Searcher B: Submitted attack at 16:45:20 (partial success - smaller
trade)

L— Searcher C: Submitted detection at 16:45:25 (too late - already
executed)

Success Factors:

— Fastest detection (3.2s vs 4.8s average)
— Highest gas price (85 gwei vs 35-60 gwei)
— optimal attack size (5,000 UNI)

— Private relay submission

L— No competing large attacks

Market Impact Analysis

Immediate Effects

Price Movement:

— Pre-attack: $8.43

F— Front-run impact: $8.42 (minimal)
F— victim impact: $8.27 (1.9% drop)

— Back-run impact: $8.27 (maintained)
L— Post-attack: $8.28 (slight recovery)

Trading Activity:

— Volume spike during attack window

F— Increased MEV bot activity

— Reduced confidence for large trades

L— Reinforced need for protection mechanisms
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Broader Implications

User Impact:

— victim lost additional $800 due to sandwich
— Other traders became aware of vulnerability
— Increased adoption of protection tools

L— Short-term damage to DEX reputation

Systemic Effects:

— Demonstrated MEV extraction risks

— Pushed protocol teams toward protection

— Increased demand for private transaction services
L— Improved MEV awareness in community

Protection Lessons

What the Victim Could Have Done

1. Private Transaction Submission:
— Use Flashbots private relay
— Protect transaction details
— Reduce sandwich attack risk
L— Cost: Small additional gas fee

2. Slippage Protection Enhancement:
— Reduce slippage limit to 0.5%
— Use limit orders when possible
— Implement dynamic slippage
L— Trade in smaller chunks

3. Timing Optimization:
— Avoid predictable patterns
— Submit during low MEV periods
— Use transaction batching
L— Coordinate with MEV-aware routing

Estimated Protection Cost:
— Private relay: +$15 additional gas

— Better slippage: Potential lost opportunity cost
L— Total: Much less than $800 sandwich loss

21/40



Protocol Improvements

Uniswap V3 Enhancements:

— Built-in slippage protection improvements
— MEV-resistant routing recommendations

— Private transaction support integration
L— User education about protection

Community Response:

— Increased MEV protection awareness
— Development of protection tools

— Protocol integration of protections
L— Educational content creation

Lessons Learned

Attack Effectiveness

1. Profitability: Sandwich attacks remain profitable despite competition
2. Detection: Quick detection and execution are crucial

3. Protection Gaps: Many large trades still lack protection

4. Market Impact: Individual attacks have minimal broader impact

Defense Effectiveness

1. Private Submission: Nearly eliminates sandwich risk

2. Slippage Limits: Reduce but don't eliminate opportunities
3. Education: Critical for user protection

4. Protocol Integration: Most effective long-term solution

Case Study 4: Cross-Chain MEV - Arbitrum Bridge
Arbitrage

Transaction Overview

Date: August 14,2024, 11:22:45 UTC

Block: Arbitrum #47,892,134 (ETH: 18,126,789)
MEV Type: Cross-Chain Arbitrage

Total Profit: 7.23 ETH ($13,553)
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Chains Involved: Ethereum — Arbitrum — Ethereum
Execution Time: 45.7 seconds

Background Context

Temporary price discrepancy between Ethereum mainnet and Arbitrum created arbitrage
opportunity through bridge arbitrage.

Market Conditions

Price Discrepancy Analysis

Ethereum Mainnet (Layer 1):

F— ETH price: $1,874

— usDC price: $1.00 (pegged)

— Gas cost: High ($50-200 per transaction)
— Confirmation time: 12-15 seconds

L— Liquidity depth: $50M+ on major DEXs

Arbitrum (Layer 2):

— ETH price: $1,881

— usDC price: $1.002 (slight premium)

— Gas cost: Very low ($0.50-2.00 per transaction)
— Confirmation time: 2-4 seconds

L— Liquidity depth: $15M+ on major DEXs

Discrepancy Analysis:

— ETH price difference: $7 (0.37%)

— USDC premium: 0.2% on Arbitrum

— Bridge costs: ~$15 each direction

— Time window: ~2 minutes

L— Competition risk: Moderate (few cross-chain bots)
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Arbitrage Opportunity Calculation

Optimal Arbitrage Path:

1. Buy ETH on Ethereum (%$1,874)

2. Bridge to Arbitrum ($15 cost)

3. Sell ETH on Arbitrum ($1,881)

4. Bridge USDC back to Ethereum ($15 cost)

Profit per ETH:

Sell price: $1,881

Buy cost: $1,874

Gross spread: $7

Bridge costs: $30

Net profit per ETH: -$23 (initially unprofitable)

Optimal Strategy Adjustment:

— Use USDC premium on Arbitrum

— Minimize bridge costs through batching
— Execute during low gas periods

L— Increase trade size to offset fixed costs

Revised Calculation (Large Trade):

Trade size: 100 ETH

Spread profit: 100 x <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>7</mn><mo>&#x0003D;</mo></mrow></math></
span>700

Bridge costs: $30 (fixed, not per ETH)

Net profit: $670

Gas costs: ~$50

Final profit: <span class="math-inline" style="display: inline;"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>620</mn><mi>p</mi><mi>e</mi><mi>r</
mi><mn>100</mn><mi>E</mi><mi>T</mi><mi>H</mi><mo>&#x0003D;</mo></
mrow></math></span>6.20 per ETH
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Strategy Execution

Infrastructure Requirements

Cross-Chain Setup:

— Ethereum mainnet node with MEV capabilities
F— Arbitrum node with low-latency connections
— Bridge monitoring and integration

F— Multi-chain portfolio management

L— Real-time price monitoring across chains

Capital Allocation:

— Ethereum: $200K for initial ETH purchase

F— Arbitrum: $50K reserve for gas and contingencies
— Bridge capacity: 200 ETH per transaction

L— Total capital requirement: $250K
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Execution Sequence
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11:22:45 UTC - Opportunity Detection

— Price discrepancy threshold exceeded
— Bridge capacity confirmed

— cCapital availability verified

L— Strategy execution authorized

11:22:48 UTC - Ethereum Purchase

— Exchange: Uniswap V3 mainnet

— Amount: 100 ETH at $1,874

— Gas price: 80 gwei

— Transaction submitted: Ox1a2b3c4d...
— Confirmation: 13.2 seconds

L— Status: Executed successfully

11:23:15 UTC - Bridge to Arbitrum

— Bridge: Arbitrum One native bridge
F— Amount: 100 ETH

— Estimated bridge time: 7 minutes
— sStatus: Bridge initiated

L— Monitoring: Bridge completion

11:30:22 UTC - Arrive on Arbitrum
— Confirmation: Block #47,892,134
— ETH balance: 100 ETH available
F— Arbitrum price: Still $1,881

L— Proceed with arbitrage execution

11:30:25 UTC - Arbitrum Arbitrage
— Exchange: Uniswap V3 on Arbitrum
F— Action: Sell 100 ETH at $1,881
— Gas cost: $1.20 (very low)

— Execution: Successful

L— uUSDC proceeds: $188,100

11:30:45 UTC - Bridge USDC Back

— Bridge: Arbitrum to Ethereum
F— Amount: $188,100 USDC

— Estimated completion: 7 minutes
L— Monitoring bridge status

11:37:52 UTC - Return to Ethereum
— Confirmation: Block #18,126,901
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— Final balance: $188,050 (minus bridge fees)
L— oOriginal cost: $187, 400
Net profit: $650

Cross-Chain Analysis

Technical Challenges

Bridge Coordination:

— variable bridge times (5-10 minutes)

— No guaranteed execution timing

— Bridge congestion during high usage

L— Potential for failed bridge transactions

Price Risk Management:

— Price movements during bridge transit

— No ability to hedge cross-chain positions
— Limited ability to abort if price changes
L— Need for real-time price monitoring

Capital Efficiency:

— Funds locked during bridge transit
— Cannot reuse capital during arbitrage
— Opportunity cost of locked capital
L— Requires significant capital reserves
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Economic Breakdown

Ethereum Side:

— Buy: 100 ETH x <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>1</mn><mo>&#x0002C;</mo><mn>874</
mMN><mo>&#x0003D; </mo></mrow></math></span>187, 400

— Gas cost: $35

— Total outflow: $187,435

Arbitrum Side:

— Sell: 100 ETH x <span class="math-inline" style="display:
inline;"><math xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>1</mn><mo>&#x0002C;</mo><mn>881</
mMN><mo>&#X0003D; </mo></mrow></math></span>188, 100

— Gas cost: $1.20

— Bridge costs: $48 (both directions)

— Total inflow: $188,050.80

Final Calculation:

Gross profit: <span class="math-inline" style="display: inline;"><math
xmlns="http://www.w3.0rg/1998/Math/MathML"
display="inline"><mrow><mn>188</mn><mo>&#x0002C;</mo><mn>050.80</
MN><mOo>&#x02212; </mo></mrow></math></span>187, 435 = $615.80

ROI: 0.33% on $187,435 capital

Annualized (if daily): ~120% (highly optimistic)
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Competition Analysis

Market Participants

Detected Competitors:

— Flashbots cross-chain arbitrage bot
— 1inch Pathfinder optimization

— Individual DeFi users (not MEV)

L— Protocol-native arbitrageurs

Why We Won:

— Faster detection algorithm

— sSufficient capital for large trade
— optimal bridge selection

L— Real-time price monitoring

Competition Impact:

— Price discrepancy reduced from 0.37% to 0.15%
— Additional arbitrage opportunities created
F— Improved cross-chain price discovery

L— Increased cross-chain liquidity usage

Lessons Learned

Success Factors

1. Capital Size: Large trades needed to overcome fixed bridge costs
2. Speed: Quick detection and execution during limited window

3. Infrastructure: Reliable cross-chain monitoring essential

4. Risk Management: Price movement risk during bridge transit

Key Insights

1. Cross-Chain MEV: Lower competition but higher complexity

2. Bridge Costs: Significant fixed costs require large trades

3. Time Sensitivity: Longer execution windows but higher risk

4. Capital Efficiency: Funds locked during arbitrage reduces returns
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MEV Detection and Analysis Tools

Block Explorers and Analytics

Etherscan

Purpose: Transaction-level MEV analysis
Features:

— Transaction details and timing

— Internal transactions tracking

— Gas usage analysis

— Block position information

L— MEV transaction identification

Example Usage:

1. Search for transactions with unusual gas prices
2. Identify bundles submitted via Flashbots

3. Analyze transaction ordering within blocks

4. Track sandwich attack patterns

L— calculate MEV extraction profits

Dune Analytics

Purpose: Comprehensive MEV data analysis
Features:

— MEV transaction dashboards

— Protocol-specific metrics

— Historical trend analysis

— Profit calculation tools

L— Custom query capabilities

Key Dashboards:

— Daily MEV extraction volume
— Sandwich attack frequency

— Arbitrage opportunity analysis
— Liquidation statistics

L— Cross-chain MEV tracking
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MEV Explore

Purpose: Real-time MEV monitoring
Features:

Live MEV transaction feed
Profit/loss calculations
Searcher performance metrics
Protocol impact analysis
Historical MEV data

[TTTT

=

se Cases:

Monitor active MEV opportunities
Analyze competitor performance
Track protocol-level MEV impact
Identify trending MEV strategies
Educational MEV demonstrations

[ TTTT
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Development Tools

Brownie

Purpose: Smart contract development and testing
MEV Applications:

— Simulate MEV strategies

— Test transaction ordering effects

— Analyze flashloan arbitrage

— Build custom MEV detection bots

L— Prototype liquidation strategies

Example Code Structure:

" “python
from brownie import accounts, config, network
from web3 import Web3

class ArbitrageBot:
def __init__ (self, private_key):
self.w3 = Web3(Web3.HTTPProvider (config['rpc_url']))
self.account = accounts.add(private_key)

def detect_opportunity(self):
# Monitor DEX prices
# Calculate arbitrage potential
# Assess gas costs
# Return opportunity analysis
pass

#### Web3.js / Ethers.js

Purpose: Blockchain interaction and MEV bot development
Key Features:

—— Real-time mempool monitoring

—— Transaction simulation

——MEV bundle construction

——— Gas price optimization

—— Multi-chain support

Example Implementation:
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const { ethers } = require('ethers');

// Mempool monitoring for MEV opportunities
const provider = new ethers.providers.WebSocketProvider (WS_RPC_URL);

provider.on('pending', async (txHash) => {
const tx = await provider.getTransaction(txHash);
if (isLargeTrade(tx)) {
const opportunity = analyzeSandwichOpportunity(tx);
if (opportunity.profitable) {
await executeSandwich(tx, opportunity);

1);
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## Hands-On Exercises

### Exercise 1: MEV Opportunity Detection
**Scenario:** Analyze current market conditions for MEV opportunities

**Tasks:**

1. **Price Monitoring:** Set up monitoring for price differences
across DEXs

2. **Qpportunity Calculation:** Calculate optimal trade sizes and
profits

3. **Competition Assessment:** Evaluate competitive landscape

4, **Risk Analysis:** Assess technical and financial risks

**Tools Needed:**

- Web3 provider or API access

- DEX price feeds

- Gas price monitoring

- Basic calculation spreadsheet

**Success Criteria:**

- Identify at least one profitable arbitrage opportunity
- Calculate accurate profit/loss projections

- Assess competitive risks and timing

- Document findings and recommendations

### Exercise 2: Transaction Analysis
**Scenario:** Analyze a recent MEV transaction for patterns and
insights

**Tasks:**

1. **Transaction Identification:** Find MEV transaction in recent
blocks

2. **Detailed Analysis:** Break down transaction components and costs
3. **Impact Assessment:** Evaluate effects on market and participants
4. **Lessons Learned:** Extract actionable insights

**Resources:**

- Block explorer access (Etherscan, Polygonscan, etc.)
- MEV analytics tools (Dune, MEV Explore)

- Historical data on DEX prices
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- Gas price history

**Expected Output:**

- Complete transaction breakdown
- Market impact analysis

- Strategic recommendations

- Risk assessment framework

### Exercise 3: Strategy Simulation
**Scenario:** Design and test a hypothetical MEV strategy

**Tasks:**

1. **Strategy Design:** Create specific MEV strategy

2., **Capital Planning:** Determine capital requirements and allocation
3. **Technical Setup:** Plan infrastructure and integration needs

4. **Risk Management:** Develop risk mitigation measures

**Considerations:**

- Capital requirements and sources

- Technical infrastructure needs

- Regulatory compliance requirements

- Market impact and ethical considerations

**Deliverable: **

- Complete strategy specification
- Implementation roadmap

- Risk management framework

- Performance projections

## Future MEV Trends and Opportunities
### Emerging MEV Types

#### NFT MEV

Opportunity Areas:
—— Floor price arbitrage across NFT marketplaces
——— Rare trait hunting and flipping
——— Collection launch sniping
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—— Governance token MEV
—— Cross-chain NFT arbitrage

Growth Drivers:
——— NFT market expansion
—— New marketplace launches
—— Gaming and metaverse integration
—— Institutional NFT adoption

Technical Requirements:
—— Multi-marketplace integration
—— Trait analysis algorithms
[——— Real-time pricing systems
—— Automated minting strategies

##t## GameFi MEV

Opportunity Areas:
—— In-game asset arbitrage
——Yield farming optimization
—— Governance manipulation
—— Cross-game asset transfer
—— Loot box and random reward MEV

Market Growth:
—— Play-to-earn game expansion
——NFT gaming integration
[—— Virtual world economies
—— Cross-game asset standards

Challenges:
—— Game-specific knowledge required
—— Regulatory uncertainty
—— Technical complexity across games
'—— Shorter opportunity windows

#### Social MEV

Opportunity Areas:
—— Twitter mention trading
—— Discord pump and dump schemes
—— Influencer-driven price movements
—— News-driven arbitrage
—— Community governance manipulation
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Ethical Considerations:
—— Market manipulation concerns
—— Retail investor protection
—— Information asymmetry issues
—— Social platform responsibilities

### Technology Developments

#### AI-Powered MEV

Machine Learning Applications:
—— Predictive modeling for price movements
——— Pattern recognition in transaction flows
—— Automated strategy optimization
—— Risk assessment and management
—— Competitive intelligence
—— Market sentiment analysis

Benefits:
—— Faster opportunity detection
——— Better prediction accuracy
——Reduced human error
———24/7 automated operation
—— Adaptive strategies

Implementation Challenges:
——— Data quality and availability
——Model overfitting and bias
—— Computational resource requirements
—— Real-time adaptation needs
—— Regulatory compliance

#### Privacy-Preserving MEV

Zero-Knowledge MEV:
—— Private order matching
—— Confidential arbitrage
—— Private liquidation strategies
[——— MEV protection mechanisms
—— Fair value distribution

Technical Solutions:
———zk-SNARKs for privacy
—— Secure multi-party computation
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——Homomorphic encryption
——— Private transaction relays
—— Decentralized privacy protocols

Market Impact:
—— Reduced front-running
——— Fairer price discovery
—— Protected user transactions
—— Competitive advantage for privacy-enabled protocols
—— New regulatory challenges

Module Summary

Real-World MEV Examples Analyzed

- DEX Arbitrage: UNI/ETH cross-DEX opportunity with detailed execution

- Liquidation MEV: Multi-protocol liquidation cascade during gas price drop
- Sandwich Attacks: Large trade vulnerability and protection lessons

» Cross-Chain MEV: Arbitrum bridge arbitrage with infrastructure challenges

Key Insights Gained

1. Timing is Critical: Speed and timing determine MEV success

2. Infrastructure Matters: Proper technical setup is essential

3. Risk Management: Understanding and mitigating various risks
4. Market Impact: MEV effects on different participants

5. Protection: Importance of MEV protection mechanisms

Practical Skills Developed

* Transaction analysis and breakdown

+ Opportunity identification and assessment
+ Competition analysis and strategy

+ Market impact evaluation

+ Tool usage for MEV analysis

Strategic Takeaways

 MEV requires significant technical expertise
« Capital requirements vary dramatically by strategy
« Competition is intense but manageable with proper preparation
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* Protection mechanisms are becoming more important
+ Future opportunities exist in emerging sectors

Next Steps for MEV Professionals

1. Continue Learning: Advanced strategies and tools

2. Build Infrastructure: Develop necessary technical capabilities
3. Network Building: Connect with MEV community

4. Regulatory Awareness: Stay informed on evolving regulations
5. Ethical Considerations: Balance profit with ecosystem health

Quick Check: Test Your Understanding

1. In the DEX arbitrage case study, what was the primary reason for the attacker's
success?
- [] Larger capital allocation
- [ ] Faster detection and optimal gas pricing
- [ ] Better market timing
- [] Superior profit calculation

2. What made the liquidation cascade profitable despite high normal gas prices?
- [] Larger liquidation bonuses
- [] Gas price drop to 45 gwei
- [ ] Multiple protocol integration
- [ ] Flashloan utilization

3. Which protection mechanism is most effective against sandwich attacks?
- [] Slippage limits
- [ ] Private transaction submission
- [ ] Limit orders
- [ ] Gas price optimization
4. What is the main challenge with cross-chain MEV arbitrage?
- [ ] Lower profit margins
- [1Bridge coordination and timing
- [ ] Higher gas costs
- [] Limited liquidity

This module is part of the MEV Fundamentals course by ObeliskCore Education. For
questions or feedback, contact our support team.
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